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Goals
• Explain kinds of data needed for effective 

public health surveillance
• Outline briefly values underlying 

privacy/confidentiality protection 
• Consider problems with methods of 

privacy protection dominant today
• Suggest a tentative way forward



Needed data
• Environmental data: circulating viruses likely to be 

sources of infection in humans (zoonoses)
• Unusual patterns of symptoms (e.g., diarrhea, nausea, 

or pneumonia) indicating possible outbreaks
• Viral samples
• Case identification/contact tracing

– Challenge:  International Health Regulations make contributions 
for health infrastructure and public health capacities an 
“undertaking” not an obligation



Syndromic surveillance
• Especially useful in the detection of patterns that may 

signify events of concern
• Need multiple data sources
• Need data from across the community
• Use of AI techniques: can’t anticipate in advance what 

will be found, so ex ante explanations for consent are 
difficult and can only be vague
– Challenge:  is this consent? “We’ll use the data to look for 

unanticipated patterns that may signal outbreaks or other health 
events of significance…”



Underlying values

• Respect for individual choice
• Human dignity/identity
• Civil rights and anti-discrimination

– preliminary note:  privacy = protection from intrusion 
on the person; confidentiality = control over 
information drawn from or about the person



Respect for choice
• Liberalism: liberty is 

freedom from coercion
• Bioethics: patients with 

decision-making 
capacity have rights to 
refuse

• Property rights in data?

“The Europeans are onto 
something here and we in North 
America need to pay attention. As 
individuals, students and workers, 
we cannot afford to let this 
become the norm for cloud 
services. Google, give us our 
digital lives back and let us opt 
out from your data mining 
machine.” –Doug Miller, WIRED



Human dignity
• Privacy is essential to 

the development of 
the human 
personality

• Freedom of thought
• Surveillance violates 

integrity

“To lose freedom of thought (FoT) 
is to lose our dignity, our 
democracy and our very selves. 
Accordingly, the right to FoT
receives absolute protection 
under international human rights 
law.” –Simon McCarthy-Jones, 
The Autonomous Mind



Privacy as a civil right
• Protection against 

discriminatory treatment 
and group stigmatization

• Protection against 
predatory practices (e.g. 
internet price gouging)

• Identification of structural 
injustice

“Black people, women, LGBTQ+ 
individuals, persons with disabilities, 
and immigrants and refugees have 
long fought for civil rights protections 
in the brick-and-mortar economy. 
Discriminatory practices have 
expanded into the online world, but 
enforcement against that inequity has 
been insufficient. Data is used for 
discriminatory purposes, with even 
innocuous data points becoming 
proxies for protected classes, and 
policymakers cannot ignore these 
tangible bad outcomes.”—New 
America



US health info & privacy law
• Assumes that deidentified data don’t need 

protection (except against risks of 
reidentification)

• Separates clinical care from public health
• Sectoral: different rules apply to 

smartphone apps and to EHRs
• Based on notice and choice



Misfit with the deidentification divide

• Individual choice:  individuals may object to 
uses made of deidentified data

• Identity:  deidentified data may result in full 
pictures of individuals

• Discrimination and injustice: deidentified data 
may be used to draw inferences about 
individuals or to stigmatize groups
– these last two are true even if data drawn from the individual or 

group has not been included in the data set



Misfit with separation between clinical care and 
public health?

• Individual choice—tension is inevitable, and if 
individual choice wins out, public health and the 
health of others will lose

• Identity—risk of augmenting the capacities of the 
surveillance state

• Discrimination and injustice—data use is the 
problem, not data collection per se
– Failure to collect data may be the failure to address 

adverse health consequences (cf. Flint water crisis)



Misfit with sectoral privacy?
• Individual choice: choices made one by one 

may conflict; collective action problems
• Identity: no way to get a handle on 

comprehensive and ubiquitous collection of 
information

• Anti-discrimination and justice: uses with 
potentially disparate impact



Notice and choice
• Dominant method for protection in both the EU 

and the US
• Ill-suited to use of deidentified data, data used 

in syndromic surveillance
• Places emphasis on choices at particular points 

in time, made separately
– Interconnections not explained
– Collective action problems
– Decisions made by some will impact others



What ways forward?
• Transparency:  require entities processing data 

involving more than a determined number of 
individuals (cf. CPRA=100,000) to post notice of 
processing and uses (cf. ClinicalTrials.gov)

• Regulation: restrict uses or users
– For now, focus on transparency to allow public 

knowledge and discussion of what is actually 
happening with data and whether regulation might be 
appropriate



Thank you very much
I look forward to the discussion



ACKNOWLEDGEMENT
Research reported in this publication was 
supported by Utah Center for Excellence in ELSI 
Research (UCEER). UCEER is supported by the 
National Human Genome Research Institute of 
the National Institutes of Health under Award 
Number RM1HG009037-5. The content is solely 
the responsibility of the author and does not 
necessarily represent the official views of the 
National Institutes of Health.


